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Abstract: Adding Internet of Things (I0T) telemetry to localized,
automated robotic sorting systems makes it much easier to keep
an eye on things from afar and plan maintenance ahead of time.
Nonetheless, the implementation of cloud-based data management
engenders apprehensions about network latency and its possible
effects on the precision of physical sorting. This study performs a
secondary data analysis of current robotic sorting prototypes to
assess the operational trade-offs between localized Programmable
Logic Controller (PLC) systems and Internet of Things (IoT)-
enabled architectures. The results indicate that while MQTT-
based IoT integration introduces an average telemetry latency of
120ms, the overarching sorting accuracy remains robust at 94.5%.
This represents a statistically significant, though operationally
acceptable, variance from the 96.2% baseline accuracy of strictly
localized systems. This study presents a validated theoretical
framework for enhancing control logic and sensor integration in
multi-axis robotic sorting environments.
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1. Introduction

A. Background of the Study

The move toward Industry 4.0 has completely changed the
way automated manufacturing works. It has gone from being a
series of separate mechanical tasks to a highly connected, data-
driven ecosystem [1]. Programmable Logic Controllers (PLCs)
are a big part of traditional automated sorting systems. They tell
pneumatic actuators and multi-axis robotic arms exactly how to
move based on what optical sensors see right away. In the past,
these very localized architectures have shown to be very
reliable, with baseline sorting accuracies often exceeding 96%
[2]. These isolated systems are very good at doing synchronous
physical tasks, but they don't have the data-logging and remote
telemetry features that are needed for modern predictive
maintenance and real-time operational auditing [3]. Integrating
Internet of Things (IoT) protocols fills this gap by allowing for
real-time data aggregation. But connecting the localized PLC to
cloud-based dashboards adds an important factor to the
engineering equation: network latency [4]. Engineers and
system integrators need to know the exact point at which cloud
communication makes physical actuation less accurate in

systems where mechanical accuracy and timing are very
important.

B. The Latency and Actuation Conflict

The primary concern in deploying loT-enabled robotics is the
introduction of asynchronous network delays, specifically
when utilizing lightweight telemetry protocols such as MQTT
(Message Queuing Telemetry Transport). Recent literature
indicates that standard MQTT payloads introduce an average
network delay of 100ms to 150ms depending on bandwidth and
gateway configurations [5]. Ifa PLC is improperly programmed
to wait for cloud handshake confirmations before executing a
physical command, this latency creates a severe bottleneck [6].
Furthermore, researchers have noted that relying entirely on
edge computing mitigates some delay but still requires careful
asynchronous data handling to prevent the robotic end-effector
from stuttering or missing the target item entirely [7].

Beyond network protocols, physical and environmental
hardware constraints significantly impact total cycle time. The
inherent mechanical response times associated with pneumatic
directional control valves and fluid power dynamics can
compound network delays, introducing physical latency before
the gripper even engages [8]. Additionally, the microcontrollers
tasked with processing computer vision and IoT payloads
frequently suffer from thermal throttling during prolonged
operational cycles, degrading processing speeds by up to 30%
[9], [10]. Finally, the optical process control sensors driving
these systems remain highly susceptible to environmental
fluctuations, with calibration drift caused by ambient lighting
being a primary point of failure [11].

Furthermore, the baseline latency metrics frequently cited for
lightweight telemetry assume unencrypted data transmission. In
modern Industry 4.0 deployments, broadcasting raw, unsecured
data over networks constitutes a critical vulnerability.
Consequently, practical IoT architectures necessitate
cryptographic security protocols, such as Transport Layer
Security (TLS/SSL), applied directly over the MQTT stream.
Encrypting the payload prior to transmission introduces a
mandatory processing overhead on the localized controller or
edge gateway. This cryptographic workload incrementally
inflates both the local logic processing delay (7)) and the total
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network transit time (Zemork). Acknowledging this security
overhead is essential when calculating the absolute latency
threshold an automated system can endure before mechanical
synchronization critically degrades.

C. Justification for Secondary Data Analysis

This study utilizes a quantitative secondary data analysis to
accurately evaluate the effects of these compounding variables,
circumventing the resource-intensive creation of a singular,
isolated prototype. Combining real-world data from existing
case studies gives a better, more reliable picture of how a
system works than a single localized experiment [12]. This
methodology is highly effective in engineering research for
establishing reliable performance metrics across various
iterations of multi-axis educational robotic platforms, which are
frequently utilized in technical prototyping [13], [14].
Researchers can statistically separate the real effect of IoT
telemetry from normal mechanical variation by combining
documented performance outcomes from current academic
design projects.

D. Objectives

This study compiles and synthesizes empirical data from
existing prototypes to assess the operational trade-offs between
localized PLC systems and loT-enabled architectures. The main
goals are to measure the average network latency caused by
cloud telemetry, find out how it affects the accuracy of physical
sorting statistically, and create a validated theoretical
framework for improving control logic in automated multi-axis
sorting environments.

2. Methodology

A. Research Design

This study employs a quantitative secondary data analysis
methodology. Data was collected from documented technical
case studies, academic design projects, and baseline
performance metrics of standard educational and industrial
robotic platforms.

B. Inclusion Criteria

To make sure that the synthesized data stayed the same and
could be compared, the evaluated system architectures had to
meet the following requirements:

e Use of a multi-axis robotic arm with either servo-
driven or pneumatic grippers.

e Use of a PLC or similar microcomputer for localized
physical processing.

e Use of optical or color-recognition sensors to classify
items.

e Use of lightweight telemetry protocols, mainly
MQTT, for IoT-enabled versions.
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C. Hardware Scope

To ensure the synthesized data accurately reflects scalable
industrial realities, the hardware scope of the evaluated systems
was strictly defined. The inclusion criteria prioritized
architecture utilizing industrial-grade programmable logic
controllers or high-tier edge-computing gateways, rather than
entry-level educational microcontrollers. This distinction is
critical, as basic microcontrollers executing Python-based
computer vision alongside cloud telemetry are significantly
more prone to thermal throttling than industrial PLCs utilizing
optimized ladder logic for localized physical control.
Furthermore, the robotic actuation was standardized to
encompass lightweight, multi-axis platforms (4-axis to 6-axis
configurations) equipped with either direct servo-driven or
electro-pneumatic end-effectors. This establishes a realistic and
uniform baseline for evaluating the inherent mechanical
response times prior to network integration.

D. Statistical Treatment

To rigorously evaluate the performance trade-offs between
the two system architectures, the aggregated performance
metrics were subjected to both descriptive and inferential
statistical analysis using standard statistical software (e.g.,
SPSS). Descriptive statistics, including the mean, variance, and
standard deviation, were calculated to establish the baseline
processing times and total cycle delays across the Localized and
IoT-Enabled groups.

Furthermore, to determine if the introduction of cloud
telemetry significantly degrades physical sorting reliability, an
independent-samples t-test was employed. This specific
inferential test was selected to compare the mean sorting
accuracy of the strictly localized PLC architectures against the
IoT-enabled architectures. A significance level of o = 0.05 was
established to evaluate the statistical variance between the two
independent groups. The fundamental accuracy formula
utilized to structure the dataset prior to the t-test evaluation is
defined as:

The primary formula utilized to determine the reliability and
accuracy of the sorting mechanism is defined as:

Accuracy (%) = (Z Correctly Classified and Sorted Items) « 100

M Total Items Processed
System latency was calculated as the sum of sequential
delays:

q—;‘ut(zf. - TSET!SUT + Tplc + Tnsf‘wm‘k + Tact-uatur

E. Architecture and Framework
The comparative framework is based on a standard
architecture with three layers:

e Perception Layer: Utilizes optical process control
sensors to capture raw item data and transmit it to the
primary controller.

e Control Layer: The localized PLC executes logic
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processing. In the IoT-enabled architecture, this layer
asynchronously commands physical actuators while
formatting the data payload for MQTT transmission.

e Actuation and Telemetry Layer: The physical robotic
arm executes the sorting command, while the network
gateway simultaneously broadcasts the logged data to
the cloud.

3. Results and Discussion

A. Sorting Accuracy Analysis

The aggregation of system performance metrics indicates a
minimal decline in physical reliability upon the introduction of
IoT protocols, contingent upon the proper structuring of control
logic.

Table 1
Comparison of Average Sorting Accuracy
System Mean Standard Primary Point of
Architecture Accuracy  Deviation Failure
Strictly Localized Mechamcgl slippage /
96.2% 1.11 Pneumatic pressure
(PLC Only)
drops
[oT-Enabled Asynchronous timing /
(PLC + MQTT 94.5% 1.01 4 &
Data packet loss
Cloud)

The data presented in Table 1 isolates the primary failure
domains for each system architecture. For strictly localized
architectures, the baseline accuracy of 96.2% indicates that the
control logic (7, and sensor detection (Ziensor) are
fundamentally sound. The 3.8% failure rate in this control
group is primarily attributed to mechanical realities, such as
pneumatic pressure drops in the air compressor lines or physical
slippage of the robotic gripper, rather than computational
ITOTS.

Conversely, the IoT-enabled architecture exhibits a slightly
reduced mean accuracy of 94.5%. This 1.7% degradation shifts
the primary point of failure from the mechanical domain to the
digital domain. Specifically, the introduction of cloud telemetry
creates occasional asynchronous timing collisions. If the PLC
is tasked with packaging and transmitting an MQTT data
payload at the exact millisecond a new item enters the optical
sensor's field of view, the localized logic cycle may
momentarily be bottlenecked. While this packet-loss or micro-
stutter occasionally results in a missed classification, the fact
that accuracy remains above 94% demonstrates that the
localized controller successfully prioritizes physical actuation
over network telemetry in the vast majority of operational
cycles.

B. Statistical Analysis of Sorting Accuracy

To see how cloud-based telemetry affected the physical
sorting accuracy of the automated system, an independent-
samples t-test was used. The results showed that the accuracy
scores for the strictly Localized PLC Systems (M=96.20,
SD=1.11) and the IoT-Enabled Systems (M=94.45, SD=1.01)
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were statistically different (t(18)=3.68, p=0.002). This means
that the introduction of MQTT network protocols does
mathematically lower the success rate, but it is important to
understand this in the context of automated hardware. The mean
difference between the two systems is only 1.75%. This shows
that even though asynchronous communication delays (Trenvork)
can sometimes cause an actuation to be missed, the sorting
mechanism's physical integrity is still very reliable and well
within the acceptable operational limits for prototype
development.

C. Data Variance and Distribution

Figure 1 shows the distribution and variance of sorting
accuracy across both system architectures over the 20 simulated
trials. The boxplot shows that the interquartile range is very
small for both the control and experimental groups. This means
that the sensor-to-actuator loop is very reliable. The median
accuracy for the localized architecture is clearly higher, with
most of the data points falling between 96% and 98%. The IoT-
enabled system does not show any major statistical outliers,
which is very important. This visual proof backs up the
technical conclusion: the average network latency of 120ms
causes a consistent, predictable change instead of random or
catastrophic mechanical failures.
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Sorting Accuracy (%)

950

940

930

Localized PLC loT Enabled

System Architecture

Fig 1. Distribution and variance of sorting accuracy across localized and
IoT-enabled system architectures.

D. Latency Breakdown

The main problem with integrating IoT is adding Teswork tO
the processing loop.

Table 2 shows the average processing time and latency for
each sorting cycle. The localized system delay is 15ms, the IoT-
enabled system delay is 15ms, the PLC logic processing is
30ms, the cloud telemetry (Tyenvorx) is 120ms, and the actuator
execution is 80ms. The total cycle time is 125ms and 260ms.
Note that in properly optimized IoT systems, the 120ms
network delay happens asynchronously and does not block the
actuator execution.
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Table 2
Average Processing Time and Latency (per sorting cycle)
Localized System IoT-Enabled

Process Phase

Delay System Delay
Sensor Detection 15ms 15ms
PLC Logic Processing 30ms 45ms
Cloud Telemetry (T envors) N/A 120ms
Actuator Execution 80ms 80ms
Total Cycle Time 125ms 260ms

Note: In properly optimized IoT systems, the 120ms network delay occurs
asynchronously and does not block the actuator execution.

Table 2 provides a granular breakdown of the sequential
delays that comprise a single automated sorting cycle.
Critically, the hardware-bound variables—specifically Sensor
Detection (15ms) and Actuator Execution (80ms)—remain
constant across both architectures. This confirms that the
physical end-effectors and optical sensors do not experience
operational degradation when connected to a network.

The variance emerges within the Control and Telemetry
layers. The localized PLC logic processing time increases from
30ms to 45ms in the IoT-enabled system. This 15ms penalty
represents the computational overhead required for the
controller to format the MQTT payload and execute necessary
security handshakes before transmission. Furthermore, the
introduction of the 120ms cloud telemetry delay (Tyenvorx) more
than doubles the total cycle time from 125ms to 260ms. From
an industrial engineering perspective, this total cycle time
dictates the maximum throughput of the system. While the IoT
integration provides vital remote monitoring capabilities, the
conveyor speed or item feed rate must be calibrated to
accommodate this 260ms processing window; failing to space
the items accordingly would result in the system being overrun,
directly contributing to the asynchronous timing failures noted
in Table 1.

4. Limitations of the Study

Although the results validate the feasibility of incorporating
IoT telemetry into automated sorting systems, various
limitations associated with the methodology and hardware must
be recognized.

The 1.75% difference in accuracy between localized and IoT-
enabled systems can't be blamed on network packet loss alone.
The combined data includes different kinds of robotic end-
effectors. Some localized systems used direct servo-driven
grippers, but most industrial setups use pneumatic and
hydraulic systems to move things. The natural mechanical
response times of fluid power or compressed air, such as the
time it takes for pressure to build up and valves to switch, can
cause physical latency [8].

Also, the perception layer's reliability is limited by the
realities of process control and instrumentation. The optical and
color-recognition sensors analyzed in the primary literature
exhibit significant vulnerability to environmental variations,
especially ambient lighting and industrial dust [11]. It is highly
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probable that a portion of the observed 1.75% variance arises
from minor sensor calibration drift during extended operation,
rather than a failure in the communication protocol itself.
Finally, this practical study uses secondary data analysis to
put together results from different prototype builds. As a result,
it was not possible to standardize the exact synchronization of
the PLC systems and programming across the dataset. Different
brands of controllers have different cycle times, so the localized
processing delay (7)) is an average instead of a fixed number.

5. Conclusion

This comparative analysis shows that adding IoT monitoring
to PLC-driven multi-axis robotic sorting systems is very
possible and doesn't cause much disruption to the main
mechanical functions. The addition of cloud telemetry adds an
average of 120ms to the total data cycle time. However,
separating the physical control logic from the network logging
lets the system keep a strong 94.5% physical sorting accuracy.
Modern lightweight protocols largely disprove the idea that
connecting to the cloud makes local performance much worse.
Future improvements should focus on making asynchronous
communication protocols more standard and making perception
sensors better at blocking out noise from the environment to
stop calibration drift.
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