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Abstract: - In this application, the main process is securely securing the outsourcing data. The data stored in the repository will
be handled by authorized client. The authorized client will decrypt the file for the valid user; the authorized user can only retrieve
data by providing a key-value to retrieve data. Searchable encryption value is identified by using Boolean expression technique.
This project is based on the formulation of chemical products. The formulation of single or multi product is handled by the admin
of the application. Whose data are stored encrypted by Advanced Encryption Standard (AES) algorithm, this algorithm helps to
secure the outsourcing data. Those data are viewed only by the authorized laboratory of the company. The data are viewed by
Boolean-Searchable expression. This application can be applied in any chemical production of products. Each formulation of

products can be stored securely. The malicious attack in the database cannot occur.
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. INTRODUCTION

Cloud computing [1] is a powerful technology which uses the
Internet and remote servers to maintain large scale-data and
perform complex computing. Here, the application is working
between organizations from higher personnel to laboratory
workers. The authorized people can only be able to control or
view the formulation of chemical products and they can send
that details to laboratory people. In order to ensure the
confidentiality of the formulation of products it is necessary
to encrypt the data before outsourcing them to cloud. This,
however, prevents users from searching outsourced encrypted
data as normal search algorithms cannot be executed in the
encrypted domain. Searchable encryption (SE) is a
cryptographic technique that allows searching specific
information (e.g., keyword) in an encrypted document
without learning information about the plaintext data. The
key steps are as follows. First, a data owner encrypts a set of
keywords which are extracted from a document into a cipher
text and uploads both encrypted document and the keyword
cipher text to the cloud.
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Then, when a user needs the data to retrieve some Documents,
he generates a keyword token and sends the token to the
cloud. Finally, the cloud uses a search algorithm to verify
which keyword cipher text matches the keyword token and
sends back the encrypted document with matching keywords
to the user. Two main search techniques are searchable
symmetric encryption (SEE) and public key encryption with
keyword search (PEKS) [2]. In an SSE system, only the secret
key holder can generate keyword cipher texts under a data
owner’s public key, but only the private key can perform
searches. Thus, SSE is more suitable for single user write and
read data, whereas PEKS is used in multiuser writing and
single user reading application scenarios. Most of the existing
SE schemes only support single keyword search [3-9]. In such
cases, data users must download, filter and process a large
amount of data in order to get relevant results, which
obviously lack practicality. Multi-keyword SE schemes (e.g.,
conjunctive and disjunction) can also be found in literature,
but they typically support single-user searches, that is, just the
data owner can submit search queries.To address the
challenge of developing a multi- Keyword mechanism that
simultaneously enables multiuser writer and searching over
outsourced encrypted data, we propose in this paper a
multiuser And multi-keyword public-key searchable
primitive Support fine-grained search control by using
Attribute-Based Encryption (ABE). We name our approach
as attribute-based hybrid Boolean keyword Search over
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outsourced encrypted data. Note that, by “Hybrid”, we mean
in our context that a set of keywords consists of two parts:

Values and names as illustrated
The main contributions of this paper are:

e The proposed primitive allows data owners to
control the search permission for their outsourced
encrypted data according to an access control
policy. If his attributes satisfy the access control
policy, any user can perform a keyword search.
This means that our primitive supports multiuser
search.

e In addition, every user with a set of attributes can
generate a delegated key for another who has a
more restricted set of attributes.

e Inour design, all authorized users can perform any
desired Boolean keyword expression search such
as an access tree structure, which is a more
expressive searchable mechanism.

e  Our primitive is based on the prime order bilinear
groups. We formally define a security model for
primitive and prove it to be secure under this
model. Performance evaluation shows that our
primitive is efficient and practical.

Il. RELATED WORK

SE is a technique that allows the data owners to outsource
their data in encrypted forms to cloud servers where the
encrypted data can be retrieved selectively without leaking
any information about the data. In the following, we shall
introduce the state of the art symmetric and public key SE
schemes.

SSE schemes: In 2000, concept of SSE and presented several
practical SSE constructions. In 2003, Go [10] proposed the
first security definition for SSE construction and efficient and
secure SSE construction based on Bloom filters. In 2005,
change and Mitzenmacher [11] proposed a stronger security

Definition for SSE schemes which guarantees query privacy
and data privacy. After that, several SSE schemes of various
security and efficiency level have been proposed [8]-[9].
However, all these SSE schemes are limited to single-
keyword search, which requires the data owners to specify a
single keyword to search on and then receives all of the
encrypted data with the same keyword. Consequently, a single
keyword search is insufficient to meet the practical

requirements as most of the practical systems require a more
complicated search.

In order to, resolve the above problem, in 2004, Galle teal.
First proposed the concept of conjunctive keyword search
which makes a search over an encrypted data with several
keywords in a single query. Obviously, it is more efficient
than repeatedly utilizing a single-keyword query. They
defined a security model for conjunctive keyword search on
encrypted data and presented two secure SSE schemes. After
that, a few multi keyword SSE schemes including conjunctive
queries, disjunction queries, Boolean queries, range queries
and substring queries have been proposed [12]. Nevertheless,
all of these schemes just support single-user queries. In some
cases, it is more desirable in SSE schemes that an arbitrary
group of parties other than the owner can submit search
queries.

PEKS schemes: In 2004, Bone et al. [13] first introduced the
concept of PEKS and presented two provably secure PEKS
construction based on an anonymous identity-based
encryption (IBE) construction, where the cipher text does not
leak the identity of the receiver. In 2005, Abdulla et al. [14]
demonstrated that an anonymous IBE scheme scan be
transformed to a secure PEKS schemes. However, all the
above works reveals specific keywords which are contained
in cipher text to the cloud server. In 2006, Bone teal solved
this problem and proposed an efficient PEKS schemes
without revealing any partial information regarding the
authorized user’s search. In 2008Bao et al, introduced a set of
security notation for multiuser SE and proposed a secured
construction. Later several multiuser schemes proposed.
Nevertheless, all these constructions either dealt with the
single-keyword search or are in single user settings. It is also
desired with a more complicated search for practical
application in multiuser PEKS settings.

In 2004, Park et al defined a security model for PEKS with
conjunctive keyword search and proposed two efficient
search constructions which partly hide keywords as the search
token reveals the positions of keywords which are needed to
query encrypted data. Several variation schemes have been
proposed to support conjunctive queries. In order to achieve
more expressive queries. In 2006, Bone and water constructed
a predicate encrypted scheme based on hidden vector
encryption with conjunctive, subset and range queries on
encrypted data. In 2008, Katz et al also proposed a predicate
encryption supporting inner product queries which are strictly
more expressive than conjunctions. However, both two
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schemes fully expose the privacy for search queries. In 2013,
Wang et al presented an ABE schemes with a single keyword
search function construction. However, data users need to
interact with trusted authorities to obtain the private keys and
search tokens. In 2014, Shi et al proposed an authorized
keywords search schemes that support arbitrary Boolean
formula search and utilizes the variant of dual-policy ABE
schemes with partially hidden access structure. However, all
these schemes are based on the composite-order bilinear
groups, which are less desirable than prime-order bilinear
groups due to efficiency and security. In 2014, Zhen get al.
[15] proposed attribute-based schemes for verifiable keyword
search over outsourced encrypted data, which allows data
owners to control policy for encrypted data and allows data
owners to verify the correctness of search. Although their
schemes are in multiuser settings, it also supports the single
keyword search. In this paper we propose an efficient SE
schemes supporting hybrid keyword Boolean search and
multiuser search in prime-order bilinear groups. In addition,
our schemes achieve fine-grained search permission for
outsourced encrypted data by utilizing attribute- based

cryptography.
Ill. PRELIMINARIES

A. Bilinear Groups
G is an algorithm, which takes an input a security parameter |
and output a tuple (p,G,GT,e) where G and GT are
multiplicative cyclic groups with prime order pand e: G X G-
>GT is a map, which has the following properties:

Bilinearity: e (g,h?)=e(g,h)® for all g,h subset G and ab
subset ZP

Non degeneracy: There exist g,h subset G such that e(g,h)
!=1G

Computability: There exist an efficient algorithm to compute
e(g,h) for all g,h subset G

B. Definition of the Algorithm

We use AES algorithm also known as the Rijndael
algorithm is a symmetrical block cipher algorithm that takes
plain text in block of 128 bits and converts them to cipher text
using keys of 128,192, and 256 bits. Since the AES algorithm
is considered secure, it is in the worldwide standard.

The following are the AES Encryption Process
o Derive the set of round keys from the cipher keys.

e Initialize the state array with the block data
(plaintext).

e Add the initial round key to the starting state array.
e  Perform nine rounds of state manipulation.

e Perform the tenth and final round of state
manipulation.

We propose an attribute-based Boolean keyword SE scheme
which is based on PEKS [35] and ABE [52]. It consists of the
following polynomial-time algorithm. Setup (1'): Take as
input a secure parameter I, output a public parameter PK and
a master key MK.

KeyGen (MK, S): Take as input a master key MK and a set of
attribute S, output a private key SK.

Encrypt (PK, A, W): Take as input a public parameter PK, an
access structure A over the universe of attributes and a set of
keywords W, output a cipher text CT aw).

Token (SK, Beta): Take as input a private key SKs and a
Boolean expression over the universe of keywords, output a
search token TK(sbeta)

Search: (CTaw), TKseera)): Take as cipher text as input
CTwyand a search token TKsgera) output as “YES”. If the
set of attributes S satisfies the access structure A and the set
of keywords W satisfies the Boolean expression.

Remark: There does not exist a decryption algorithm in the
above definition since, we use private key SKsto decrypt the
cipher text CT (aw), we only got the intermediate random
value.

C. Security Model
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Fig.1. Generate user’s private keys

We define a security model for attribute-based Boolean
keyword SE in the sense of semantic security under the
chosen keyword attack via the following game between a
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challenger C and an adversary A is able to obtain trapdoors
for any set of keywords of choice. Nevertheless, without any
matching search tokens, the adversary A learns nothing about
the keyword’s values in the challenge cipher text. The security
model is slightly weaker one, as the adversary A needs
commit the access structure a need to commit an access
structure “A” to the challenger C at the beginning of the game.

Setup: First, the adversary A sends a challenge access
structure A to the challenge C. then the challenge C runs the
setup (L") to obtain the public parameter PK and master key
MK. Finally, the challenger C gives the public parameter PK
to the adversary A and keeps the master keys MK by himself.

Phase 1: The adversary A adaptively issues a polynomial
number of queries as follows:

KeyGen Query(S): If the set of attribute S satisfies the access
structure A*, the challenger C aborts, otherwise C returns
SKs<- KeyGen (MK,S) to A.

Token Query (S, BETA): If the adversary has queried SKs to
the challenger C  directly runs  (TKgera)<-
Token(SKsBETA) otherwise C  runs  first  Sks<-
KeyGen(MK,S).

IV. SEARCH FOR OUTSOURCED ENCRYPTED DATA

We first describe the architecture if the architecture of the
attribute-based Boolean keyword search SE system and then
present the details of the algorithm as well as the security
analysis.

A. Architecture
The system contains four entities:

e Data Owner who outsourced his encrypted data to
the cloud and controls who can search his outsourced
encrypted data.

e Authorized User whose attribute satisfy the access
structure of the keyword cipher text and thus who
can retrieve the data’s owner outsourced data.

e Cloud Server who provides the storage and
computational services such as storing the encrypted
data and searching for the encrypted data on behalf
of authorized users.

e  Trust Authority who generate private keys to all the
users in the systems.

In the following we elaborate how the system works. Suppose
the data owners have multiple encrypted data, each of which
is associated with the set of keywords W, where the set of

keywords values forms Wy and a set of keyword name forms
Wh. First the data owner encrypts Wy under the access tree T.
then an authorized user generates search tokens TK under the
desired Boolean keyword values expression. Finally, the
cloud server uses the search token TK to retrieve the
encrypted data. The detailed process is as follows:

e Obtain Private Keys: Each user sends the attribute S
to the trust authority to obtain the private keys SKs
Additionally, as illustrated in fig 2 any user who
owns the private keys SKs with respect to the
attribute S; can use private keys to further generate a
delegated key SKs for another user with the attribute
S; where Sj subset of S;. In such a way of key
delegation, the trust authority workload can be
reduced.

e Outsourced Encrypted Data: For each encrypted
data, the data owner first encrypts the set of keyword
values Wy under the access tree T.

e Generate Search Tokens: An authorized user whose
attribute S satisfy the access tree Towns the search
permission. He uses his private keys SKs to generate
the search token TK under any desired keyword
value expression BV and sends the Boolean keyword
value expression By along with the search token TK
to the cloud server. This is shown in fig 4.

B. Search encrypted Data

The cloud server first finds the minimum subset of keyword
names in the keyword cipher text CT satisfying the Boolean
keyword name expression BN in the search token TK. Then
the cloud server checks the weather the keyword matches the
Boolean key words value expression BV in the search token
TK. If the match is successful, the cloud server returns all the
matched encrypted data to the authorized users. Otherwise, it
continues to find the other set of subset names. In our systems
there exist six desired functional requirements as follows.

e Keyword confidentiality: Without any matching
search token, the adversary A learns nothing about
the keyword values from the keyword cipher text.

e  Multiuser Search: Any user whose attribute satisfy
the access control policy of the keyword cipher text
is allowed to perform retrieval operation upon the
encrypted data.

e Boolean Queries: Authorized users are able to
perform any desired Boolean keyword expression
search.
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e Access Control: The data owner can control the
search permission for his encrypted data which is
outsourced from the cloud.

o Key Delegation: Any user with a set of attribute S
can generate a delegated key for another users who
has more restricted set of attributes S?

e Collusion Resilient: Unauthorized users cannot
obtain any keyword information from the keyword
cipher text, even though they collude with each
other.
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Fig.2. Data owner outsourced his encrypted data to the cloud and a
set of search permission according to the access control policy
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Fig.3. Authorized users performs any desired Boolean keyword
expression search

C. Construction

Here presents the concrete algorithm for our attribute-based
Boolean keyword SE schemes. The main idea of this scheme
is motivational from an attribute-based single keyword search
scheme [15]. Here we use algorithm called AES algorithm
which is more advance than MD5 algorithm where AES
algorithm is more secured and more advanced when
compared to MD5 algorithm.

128-but plaintext

Round keys
(128 bits)

Cipher key
(128, 192, or 256 bits)

i R | Keysize
. . S 12 192
’ 2 1] 256
Round N, Relationship between
(shightly different) Kz number of rounds(®)

and cipher key size

}

128-bit ciphertext

Fig.4. AES Algorithm Structure

AES is an iterative rather than Festal cipher. It is based on
substitution permutation network. It comprises of a series of
linked operations, some of which is involved replacing input
by specific output and other involved shuffling bits around
(permutation). AES performs all of its permutation on bytes
rather than bits. Hence AES treats the 128 bits of plaintext
blocks as 16 bytes. These 16bytes are arranged in four
columns and four rows for processing the matrix.

Encryption Process: In this AES algorithm encryption and
decryption both are involved, in this encryption process

e  Byte substitution
e  Shift Rows

e Mix columns

e Add round keys

Decryption Process: The process of decryption of AES cipher
text is similar to the encrypted process in the reverse order.
Each round consists of the four processes conducted in the
reverse order

e Add Round keys

e  Mix Columns
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Fig.5. AES Algorithm Festal Structure
e  Shift Rows
e  Byte Substitution

V. PERFORMANCE EVALUATION

e Upload Process: The admin of the company will
update the information of each product in secured
manner. The data are stored in encrypted form, the
technique used to convert the data is MD5 algorithm
which converts the normal text to encrypted form,
only the authorized member can access the
information in decrypted form. The data which
stored in secure format so there is no leakage of data.

e File Transact: The transaction of data from the
highest of the company to the laboratory will be in
encrypted form, data are in formulation, increment,
form etc....of each product are transferred from
higher of the company to lower official.

e Keyword Search: There is technique used for the
search process is called Hybrid Boolean Keyword
search, this process will select the data from the
through of list by using keyword. The Keyword
search process is referring the details for the
authorized user will be using the data for testing
process and then they will promote for the
manufacturing process.

e Download Process: The download process is for
accessing the data for offline purpose, this process is
useful for the referring all times. The only authorized
member can access the data for the production.

VI. PROPOSED SYSTEM

In this application, the main process is securely securing the
outsourcing data. The data stored in the repository will be
handled by the authorized client. The authorized client will
decrypt the file for the valid user. The authorized user can
only retrieve the data. Searchable encryption value is
identified by using the Boolean expression technique. The
project-based on the formulation of chemical product. The
formulation of the single or multi-product is handled by the
admin of the application whose data are stored in the
encrypted by AES algorithm, this technique helps to secure
the outsourcing data, those data are viewed only by the
authorized laboratory of the company. The data are viewed by
using the Boolean searchable encryption. This application can
be applied in any chemical production of products. Each
formulation of the product can be stored securely. The
malicious attack in the database will not occur.

L & @

| Adunin Manager Laboratery

)
Upload prodact
detmle

Approval t -

Fig.6. Architecture
VII. CONCLUSION

This paper presented a new cryptography primitive, which
supports Hybrid Boolean Keyword search for outsourced
encrypted data in attribute —based settings. Especially the data
owner can control the search permission for his encrypted
data. Additionally, every user can delegate a private key to
another user with restricted credentials and we also used AES
algorithm techniques and concept which is more secured and
advance in technique. The evaluation shows that the primitive
is very efficient and practical. We also analyzed the security
of the primitive under our security model.
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