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Abstract: - We occasionally hear in the news about a breach or attack on certain well-known firms as though it were just another
piece of news, but in reality, it is a serious problem because it involves the personal information of people, their money in trade, and
the management of their businesses and projects. The honey encryption planner is going to be the topic of conversation for the
duration of this essay. Honey Encryption is an encryption method that provides plain acceptable text in order to provide flexibility
against brute-force attacks. Honey Encryption does this by encoding data in a way that is not easily broken. It is difficult to build a
convincing message trap that is flawless enough to fool the striker even when he feels that he possesses the message in its original
form. This is due to the fact that for each key that is used by a trespasser to decode a message, two key regions are open. The typo
problem is the second difficulty, and it happens when a lawful user pushes the wrong key by accident. This causes the user to see
what appears to be real false plain text even though the user did nothing wrong. Our goal is to come up with more foolproof ruses
that are clever enough to prevent an intruder's attempts to discern the genuine meaning of what we are attempting to say through our
communication. We also need new security methods because the attackers are looking for new ways to attack the systems, so we
proposed a new way to protect messages and passwords well and make them difficult to break and take all of the possibilities of
attack, including the brute-force, and then the data is hidden in an image with a public secret key. This solution was developed
because the attackers are looking for new ways to attack the systems. This is due to the fact that the attackers are continuously
searching for new ways to launch attacks on the systems.
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. INTRODUCTION intruder attempts to decode a message with. [2] This stops the

intruder from employing brute force to decode the data. The

There is, of course, a downside to all this progress: the
password that grants access to our private lives and data [1].
However, every facet of our life now relies on either a single
number or a string of characters. We handpick it and craft it to
keep vigil over the entry point to our data and information. In
this post, we'll take a look at the honey encryption planner and
see how it stacks up.

The honey algorithm [2] is a type of cryptographic system that
offers resistance to brute-force attacks [3] by presenting a
convincing but phoney plain text for each blank key that an
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first major challenge is coming up with a convincing trap
message that is good enough to fool an attacker into thinking
they got the real message. The typo problem arises when a
legitimate user accidentally clicks the void key [4], resulting in
the display of genuine trap plain text.

To this end, we're working to develop better disguised
approaches that can successfully foil an adversary's decoding
attempts. Due to the fact that hackers are always trying to find
new ways to breach security, we've developed a novel method
to protect messages and passwords that is both difficult to break
and takes into consideration all conceivable kinds of attack,
including brute force. One method to increase data security is
to encrypt the message using the EIGamal algorithm, which was
created by Taher Al-Jamal in 1985 and is used in public key
encryption. This is done by combining more than one data
security technique (cryptography and steganography) to reap
the benefits of one and overcome the drawbacks of the others.
To do this, we apply the Diffie-Hellman key exchange principle
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to a mathematical problem known as the discrete logarithm
problem [5] [6].

Then the honey algorithm is used to encrypt the message with
the password, and the result is 100. However, if the user enters
an incorrect password that is not present in the Distribution
Transform Encoding (DTE) and inverse table, the password
will appear to be incorrect; however, if the attacker enters an
incorrect password that is already in use, the message will be
decrypted and the plain text will be displayed. If the DTE tables
record a password that is not valid, the administrator will
receive a warning that the user database has been compromised.
After then, the encrypted message, public key, private key, and
all of the tables and variables of the honey algorithm, as well as
the DTE and inverted table, will be hidden, along with any other
information related to the ElGamal technique. To conceal
information, a cover picture with a public secret key only has
to reveal the location of the public key, as in the case of a one-
way transmission from a sender to a receiver. This is due to the
fact that the cover art has been encrypted using a publicly
available secret key.

The remainder of the paper is organised as follows: In the first
part, we discuss the brute force attack that required us to take
countermeasures. The core ideas and components of the honey
algorithm are defined in the second section. In the third section,
we'll look back at the primary obstacles faced by the honey
algorithm, including the creation of the honey message and
typos, and we'll evaluate the pros and cons of several
approaches proposed by researchers for addressing the latter.
After a brief summary in the fourth section, the results and
suggestions are presented in the last section.

Il. RELATED WORK

In [33], a multi-modal biometric system uses both fingerprints
and iris scans to identify individuals. When fusing the biometric
data, the gradient pyramid approach is used as the method of
choice. For the purpose of encrypting the concatenated
template, the honey encryption approach was utilised. The
results of the tests indicate that the proposed algorithm
DWTSVDGOA generates an NC value of 1, a PSNR value of
90.75, and an SSIM value of 0.99. Both the performance and
the evaluation of the technique have demonstrated that it is
superior to other ways of photo watermarking that are currently
in use. This conclusion was reached after the performance of
the methodology was evaluated.

Honey encryption was utilised as part of [34]'s cryptographic
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science for the purpose of protecting communications
networks. This was achieved by presenting the hacker with a
series of fake keys that gave the impression of being authentic.
The writers of this research work present a more effective
strategy that, when used in conjunction with honey encryption,
can give satisfactory outcomes. This method is described in this
paper.

In order to strengthen the data protection offered by Wireless
Sensor Networks (WSN), the scope of this study encompasses
both the source encryption and channel encryption of input data
sets. The number [35] denotes the reference that should be used
for this publication. It is the implementation of honey
encryption for the information bits as source encryption, and it
includes Gaussian Frequency Shift Keying (GFSK) for the data
that has been honey encrypted so that Frequency Hopping
Spread Spectrum (FHSS) may be performed as channel
encryption. Honey encryption is also known as asymmetric
encryption. Within a WSN, the output of the FHSS is sent with
the assistance of the Frequency Hopping Multiple Access
(FHMA) protocol. Honey encryption refers to the process of
applying honey encryption to the information bits so that they
can be encrypted as a source. As a consequence of this, it is
difficult for hackers to breach via channels, and there is also no
prospect of identifying or decoding the information using a
brute-force assault since honey encryption prohibits that option
from occurring. As a result, it is impossible for hackers to get
access. It safeguards the data by utilising two distinct types of
security simultaneously.

The authors of this study [36] have devised a solution to the
problem of ensuring the safety of data while it is being stored
in Hadoop, and the answer may be located in their work. The
authors came up with Attribute-Based Honey Encryption
(abbreviated as ABHE), which is a mix of attribute-based
encryption and honey encryption on Hadoop. It is denoted by
the acronym ABHE. This method allows for the usage of
encoded files that have previously been decoded by the Mapper
after being stored in HDFS. In addition, the authors tested the
innovative ABHE technique by encrypting and decrypting a
variety of file sizes with it. They compared the results of their
tests with those of other methods already on the market, such
as AES and AES with OTP. When it comes to both encrypting
and decrypting data, the ABHE approach demonstrates a
significant and easily observable performance advantage.
Using a honey-encryption cryptographic technique, the authors
of this study [37] suggest a safe privacy protection migration
for data that is outsourced to the cloud. This migration would

PURNIMA., ET.AL.: A REVIEW: READING OF TEXT HIDDEN IN IMAGE USING STEGANOGRAPHY 547



e s
preserve the data's privacy during the process. In addition,
while we are moving data from our current server storage
system to the cloud server storage system, we are following a
migration process, which assures that both the integrity and
confidentiality of the data will be preserved during the transfer.
The author of this work focuses their emphasis in [38] on
plaintexts, which are also known as non-numerical informative
transmissions. We need to capture both the empirical and
contextual aspects of the language in order to trick the attacker
into thinking the decoy message came from a certain source.
This will allow us to successfully fool the attacker. That is to
say, there should be no differential in the language used
between legitimate and fraudulent communications without
compromising the structure of the authentic message. This is
because there is no way to verify the authenticity of the
sender.Natural language processing and extended differential
privacy are two of the methods that he use in order to be
successful in overcoming this challenge. When it comes to
modelling privacy for text documents, the major focus should
be on machine learning approaches such as word embeddings,
bags-of-words, word embeddings, word extraction, and
transformers for text processing. These are just some of the
techniques that may be utilised. Using e-differential privacy is
the next stage, which will allow us to determine whether or not
this approach is secure.

Honey encryption is the foundation of a security solution that
we develop in [39] to protect smart card password
authentication from brute force and denial of service attacks. In
this research, we establish this security solution to defend smart
card password authentication. In particular, we utilise honey
encryption as a defence mechanism against brute force assaults.
This research details an enhanced honey encryption (HE)
technique in [40]. The goal of this research is to increase the
security of instant messaging networks while at the same time
squandering the time and resources of antagonistic users. This
study contributes to the enhancement of the HE schemes by
making use of natural language processing techniques to
produce chat messages that are semantically reasonable but
entirely fake. Specifically, this is accomplished through the
employment of a chatbot. These messages are meant for the
opponent to use while he is carrying out his assaults, and they
are directed to them specifically. An opponent is unable to
discern decoy messages from plaintext when the encryption is
conducted using the erroneous key, which is one of the
conclusions of the evaluation, which indicates that the one-of-
a-kind system is resistant to eavesdropping.
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GenoGuard is a security system that is described in reference
number [41]. Its mission is to provide an unprecedented level
of protection for genetic data. Honey encryption (HE), a game-
changing theoretical paradigm for encryption, is implemented
into GenoGuard. HE is an acronym for "honey encryption."
GenoGuard is the answer to the unanswered question of how to
apply HE methods to the extremely non-uniform probability
distributions that are typical of genetic data sequences. As a
direct result of this, the issue at hand has been resolved. In
addition to proving that decryption with any key will result in a
convincing genome sequence, GenoGuard offers a guarantee of
information-theoretic security against message recovery
attacks. This is accomplished by showing that any key will
provide the same result. To accomplish this goal, it is necessary
to demonstrate that it is possible to obtain a believable genome
sequence with any key. In addition to this, we also study
information attacks that take place in the background. In
conclusion, we offer a method of implementing the GenoGuard
software that is not only successful but also parallelized.

This study contributes to the development of the honey
encryption methods, which are described in [42]. The Chinese
identity numbers, mobile phone numbers, and debit card
passwords are the three separate sorts of private data that are
then utilised with these credentials. You may read more about
this research in [42]. Our system's effectiveness is analysed, and
a solution to the problem of excessive overhead expenditures is
put up for consideration. Additionally, the insights that were
learned during the process of creating, implementing, and
assessing the honey encryption approach are shared here.

Definition of the typo-based solution offered by various authors

Authors | Characierization

Advantoge and Disadvantage

53 |- A typo-tolerant tester that fits reasonably well with the | For the current password-based authentication method, this approach is
currant password authentication scheme i introduced i | appropriatz because it incorporates a caps lock corrzetor, a first-case flip
this proposal corrector, and an additional charzcter t the end comrector to improve usability,
The plan found out that f the typo-toleran system was | but tais approach s not suttable for cealing with the IE scheme's typo issue
introcuced, at least a minute would have been spared for
20 percent of consumers

L [54] Inancffl d onli i , the scheme offeredtwo | The kind A protocol is simpler to anforee since it needs just a sarver but themain
forms of typo-sefety to cope with numerous iypo problems | downside i that the size of the kay is limited and also there is the diffieulry of
while also ensuring message recovery in a traditional HE | Tnding typos ia certain environments.

scheme. kind B s an upgrade ovar kind A since a user can quickly find typos if hz recollzct
his pin, but a key point here is that fo cheak his address, the user needs to recall
the pin.

B |51 |- A customizable tyoo resistant password verification is | Tnis thesis is an expansion o existing fypo forgiving password programs but is
presented in this plan. not meant to function on typos n a dacoy device. It can be changed for HE,
This thesis suggests a staightforward blacklisting | however.

‘method in which it is forbidden for a limited number of
dangerous typos to be admissible in the typo cache.
T ] ~rewrits the password

~ horey checker

- horey vord —service

5 |27 | - online verification of plaimexts”

- Honey checker

~Help the ser to retype a szcand password
We give the ettacker a bigger chance
- How do wa know who the attacker is from the legitimate user
- The lepitimate user enables not to mzke & mistake bacause he will check
ditectly upon entry and have 2 clear idea of the structure of the entered data
or dealing with it such as (SN, E-mail, credit card number)
Where the usar misspells the way that they craat> a proper cradit
card, but not te one they have, enline investization will not mark it as a
misspelling ard let it advance
A honay checker must be used, it will mark an error and send an
alerm. This is the reason why honey words are nzeded. To find out f the
database hes been compromised
Since the ver:fication service works with structured data, it s net a
practical sclutior. to user typos when the data consis's of natural language
passwords_ s it is usually imited by lergth and some ASCII characters
‘This makes tha online ervice useful for PBE technol in
general and even with data with a clear erchitecture doas not offera
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algorithm that are most remarkable for their contribution to the
following, are both things that need to be done in order to
address the issue of typographical errors made by users:

e  Verify that the password you used for authentication
is accurate.

e  Check to see that the data's integrity is preserved by
the use of a valid password.

e Itis compatible with the PIN, the RSA, and the PW.

e Needs to:

=  The use of bees is not the most efficient
approach for honey production.

= What is the most effective strategy for
developing an optimisation of DTE?

=  What is the mathematical equation that
may be used to calculate the possibility
that a message will be received?

complete solution_
6 | [10] exror-detecting codes ~Trhelps the user to discover aad reduce errors

checksums, But it helps to reduce the size of the key atea, aad therefore it causesa

online verification of plaintexts security deterioration. Therefore, careful construction and application must be

done

Fake passwords'honey tokens are suggested to be shared frankness
between password vault apps and providers of services. Applying debugging
codes to regular texts in HE can generate honey tags without explicit
participation.

Since this technique reduces message space, it degrades protection
marginally and should be used with caution. However, it does provide an
intriguing way to liak HE security to online security tests.

3] Honey tokens without explicit sharinig The bogus passwords honey tokens were proposed to be directly exchanged befween

False passwordshoney tokens are | password vault applications and service providers. Honey tags can becreated without
disectly exchenged befween password vault | esplicit involvement by the application of debugging codes tostandard texts in HE.
apps and serviceproviders. By reducing message spac, this methed degrades protection slightly, and it should be

implemented with caution. However, it
provides an intriguing comparison of HE security to online security controls.
g | tail-tweaking methods - When tail-tweakiag, it can be beneficial if the password tail is distinct from the honey
error-detection code word tails, 0 that a typing error would not convert the password to a honey Word.
- The honey word tails can also be very distinct fom one another so that the
password does not stand out like the sweet word that is "the most distinctive"from
he others. Typos can be detected using an erros-detection code (as for ISBN book
codes)
- This property enables the identification of o single-digit replocement or &
transposition of twa neighboring digits in the tail
o | 561 “The first suggestion is to add aay detail to the This cltemative works best if the PIN is a uniformly rendom string;
plaintext that is exclusive and. verifisble by the otherwise, since the PIN is no longer consistent, it will compromise protection
patient but useless to the adversary. We propose By merely signaling that 2 shown image is familiar, the user can
adding a stringof bits similar to the seed. validate proper decryption.

“Before encryption, the device should have 2 With the age of the patient, and if he has a disease on his finger, or ifse
poolof N validation images fom which the user works in difficult work o difficult menual work, it may damage the fngerpriat,
caa select. The validation images do notneed to be and ths it may preveat him from entering and verifyig the password
used in the ciphertest

is based upon the concealment of a

among decoys
10 57 Each person will create a text using 2 lmited When a user enters a password, a validation text appeat, aud the
aumber of characters that are varelated to some user can check to see whether it is the text he or she entered. Otherwise, the
of thehealth attributes of his or her health record. secipient mrust retype his or her email
11| 4] | the use of honeywords made up of other peopley The user is unable to forget the passwords of other users.
passwords
12| [(50] Type scheme is designed for @ ~ In terms of false-positive score, it has a disadvantage. Even if @ user does ot meke
conventionalclient-server model anytypos in' , he o she will

- Type scheme is designed for an « Users are burdened by having to memorize side detail in addition to
extended system model with an additional passwords.
database manager. ~ The type scheme was created with a traditional client.server model in mind Even

among the schemes, it is the easiest and most efficient.

- The fype scheme is intended for a framenwork model that includes an external
database manager. It solves the first form of accuracy problem. By using additional
side details, it provides high precision in detecting typos (e.g., PIN).

lll. CONCLUSIONS

We got to the conclusion that the honey algorithm has proved
its efficacy against the attack that relies on brute force after
performing an intensive study on the honey algorithm,
mentioning and examining the work of academics from a
number of sectors, and coming to the conclusion that the honey
algorithm has demonstrated its efficacy against the assault that
relies on brute force. Furthermore, when it is paired with hash
functions in the process of constructing DTE and salting, it
becomes even more strong and is able to ward against other
sorts of assaults, such as the rainbow attack and the dictionary
attack. This is because hash functions are used in both processes
of building DTE and salting. And other attacks, taking into
consideration the challenges that are faced, the most important
of which is the creation of honey words, typos, and the quality
of DTE construction, and the honey algorithm can be used or
combined with other algorithms to be stronger and more
effective and to overcome some of the gaps that the honey
algorithm suffers from, such as the chosen-ciphertext attack
(CCA). And other attacks, taking into consideration the
challenges that are faced, the most important of which is the
creation of honey words. And other assaults, bearing in mind
the difficulties that must be overcome, the most significant of
which is the production of honey words. Finding several
solutions to the problem of typographical mistakes made by
users and going into detail on the most significant benefits and
downsides of each strategy, as well as the qualities of the honey
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